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~Control over system performance

Device Management : keeps track of all devices.
This is also called I/O controller that decides
which process gets the device, when, and for how
much time.

File Management : allocates and de-allocates
the resources and decides who gets the resources.
Security : prevents unauthorized access to
programs and data by means of passwords and
similar other techniques.

Job accounting : keeps track of time and
resources used by various jobs and/or users.

: records
delays between request for a service and from the
system.

Interaction with the operators : The interaction
may take place via the console of the computer in
the form of instructions.
acknowledges the same, does the corresponding

- action and informs the operation by a display

screen.
Error-detecting aids : Production of dumps,
traces, error massages and other debugging and
error-detecting methods.

Coordination between other software and
users: Coordination and assignment of
compilers, . interpreters, assemblers and other
software to the various users of the computer
systems.

Examples of Operating System (OS)

Windows (GUI based, PC)

GNU/Linux (Personal, Workstations, ISP, File
and print server, Three-tier client/Server) -
macOS (Macintosh), used for Apple’s personal
computers and work stations (MacBook, iMac).
Android (Google’s Operating System for
smartphones/tablets/smartwatches)

iOS (Apple’s OS fdr iPhone, iPad and iPod
Touch).

Disk Operating System (DOS)

The Disk Operating System (DOS) is the old and
single user operating system in the computer.
Though it is not used by many people at present,

it is better to study DOS with a view to-

understand how the files are created, maintained
and copied in the computer.

As this operating system is mainly dealing with
different disks like floppy, hard disk etc., it is
called as Disk Operating System (DOS).
When we open the computer, it makes the system
to work in its internal parts like RAM, ROM and
other peripherals.

Then it will check whether the operating system
has been loaded in it or not.

Operating System
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If it is loaded, it will start work. Disk operating
system is thus that part of system which will co-
ordinate all the parts of the computer.

Functions of DOS

It takes commands from from the keyboard and
interprets them.

It shows all the files in the system.

It creates new files and allots space for
programme.

It changes the name of a file in place of old
name. ~

It copies information in a floppy.

It helps in locating a file.

It searches where the file is located in the disk.

If we want the information in the file to be
printed, it gives printout of the information.

It hides the files and directories so as not to be
seen by others.

It permanenly removes the file.

Features of DOS ' B

The primitive operating system of DOS has the
following features :

It is the primary system where the user will get
an environment about the input and output
devices, e.g. monitor, Keyboard, Printers etc.

It is Helpful in performing file management, e.g. -
creating, editing, deleting files etc.

It is a single user operating system. One user can
operate at one time in this operating system.

It is character based interface system. We can
type letters (or character in this OS).

Windows ;

Microsoft introduced an operating environment
named Windows on November 20, 1985.

Windows  (created

by Microsoft) is the

most dominant OS |
on the market today.

The two most | Ya%et ol
popular versions. of WlndOWS
Windows for the

desktop are XP and Vista (Vista being the latest -

“version). There is also a mobile version of

Windows as well as a server version of Windows
(the latest being Windows Server 2010).
Windows is all proprietary, closed-source which
is much different than Linux licenses.

Most of the popular manufacturers make all of

_their hardware compatible with Windows which

makes Windows operate and almost all kinds of

- new hardware.

As of October 2018, the most recent version of
Windows : for
PCs, tablets, smartphones and embedded
devices is Windows 10.
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The most recent versions  for server
computers is Windows - Server 2019. A
specialized version of Windows runs on the Xbox
One video game console.

Windows is the most vulnerable OS to attacks.
Security software is a must when you’re using
Windows which is much different then Linux and
OS X. It has been criticized for its susceptibility
to malware, viruses, trojan horses, and worms.
Security issues are compounded by the fact that
users of the Home edition, by default, receive an
administrator account that provides unrestricted
access to the underpinnings of the system.

If the administrator’s account is broken into,
there is no limit to the control that can be asserted
over the compromised PC.

Windows has historically been a tempting target
for virus creators because of its world market
dominance.

Security holes are often invisible until they are
exploited, making preemptive action difficult.
Microsoft has stated that the release of patches to
fix security holes is often what causes the spread
of exploits against those very same holes, as
crackers figured out what problems the patches
fixed, and then launch attacks against unpatched
systems. It is recommended to have automatic
updates turned on to prevent a system from being
attacked by an unpatched bug.

LINUX

Just like Windows XP, Windows 7, Windows 8,
and Mac OS X, Linux is an operating system.
Linux is distributed under an open source license.

Open source follows the following key
phllosophles
The freedom to run the program, for any
. purpose.

= The freedom to study how the program
works, and change it to make it do what you
wish.

= The freedom to redistribute copies so you
can help your neighbor.

= The freedom to distribute copies of your
modified versions to others.

Linux is the best-known and most-used open

source operating system.

As an operating
- Linux |
—

system, . Linux is
software that sits
underneath all of 9
the other software
on a computer,
receiving requests
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from those programs and relaying these requests
to the computer’s hardware.

For the purposes of this page, we use the term
“Linux” to refer to the Linux kernel, but also the
set of programs, tools, and services that are
typically bundled together with the Linux kernel
to provide all of the necessary components of a
fully functional operating system.

Some people, particularly members of the Free
Software Foundation, refer to this collection as
GNU/Linux, because many of the tools included
are GNU components. ‘

However, not all Linux mstallatlons use GNU
components as a part of their operating
system. Android, for example, uses a Linux
kernel but relies very little on GNU tools.

How does Linux differ from other operating
systems?

%
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In many ways, Linux is similar to other operating
systems you may have used before, such as
Windows, OS X, or iOS. '
Like other operating systems, Linux has a
graphical interface, and types of software you are_
accustomed to using on other operating systems
such as word processing applications, have Linux
equivalents.

In many cases, the software’s creator may have
made a Linux version of the same program you
use on other systems.

If you can use a computer or other electronic
device, you can use Linux.

But Linux also is different from other operating.
systems in many important ways.

First, and perhaps most . importantly, Linux is
open source software.

The code used to create Linux is free and
available to the public to view, edit, and—for
users with the appropriate skills to contribute to.
Linux is also different in that, although the core
pieces of the Linux operating system are
generally common, there are many distributions
of Linux, which include .different software
options. This means that Linux is incredibly
customizable, because not just applications, such
as word processors and web browsers, can be
swapped out.

Linux users also can choose core components, '
such as which system displays graphics, and
other user-interface components

Who uses Linux?

L3

%

You’re probably already using Linux, whether
you know it or not.

Depending on which user survey you look at,
between one- and two-thirds of the webpages on
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.As a result, it has come

the Internet are generated by servers running

Linux.

Companies and individuals choose Linux for
their servers because it is secure, and you can
receive excellent support from a large community
of users, in addition to companies like Canonical,
SUSE, and Red Hat, which offer commercial
support.

Many of the devices you own probably, such as
Android phones, digital storage devices, personal
video recorders, cameras, wearables, and more,
also run Linux. Even your car has Linux running
under the hood.

UNIX 4

Unix is a portable, multitasking, multiuser, time-
sharing operating system (OS) originally
developed in 1969 by a group of employees at
AT&T. Unix was first programmed in assembly
language but was reprogrammed in C in 1973.

Unix has been ported
u n i x.

to more  machine
Operating System

families than any other
operating system.

to be identified with
the concept of open

~ systems. Unix operating systems are widely used

in PCs, servers and mobile devices. ‘

The Unix environment was also an essential

element in the development of the Internet and

networking.

Unix was developed based on the philosophy that

the power of the system comes .from the

relationships among programs, rather than on the

programs themselves.

Unix programs are written to do one thing well,

and programs are written so that they work

together. _

As such, Unix developers espouse simplicity,

portability and clarity in design. In order to

adhere to this philosophy, Unix systems are

characterized by:

= The use of text files for data storage

= A hierarchical file system ,

= A large number of small programs, strung
together through a command-line interpreter

=  Use of shell scripts

= The avoidance of captive user interfaces

Unix had a significant impact on other operating

systems and can be credited (in whole or in part)

for the following:

= The use of high-level language in operatmg
" systems

=  Hierarchical file systems

%

= [ts syntax for regular expressions found
- widespread use

=  Unix shell inspired many of the command
line interpreters that followed

= C programming language became more
ubiquitous

= Began the movement toward modularity and
reusability in software engineering

= Helped contribute to the explosion of the
Internet by making TCP/IP protocol more
widely available

= Contributed to the launch of the
software movement

free

- Free Unix-like operating systems such as Linux

and BSD now hold a large portion of the market
originally held by Unix.

What is the difference between Unix and Linux?

%
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You may have heard of Unix, which is an
operating system developed in the 1970s at Bell
Labs by Ken Thompson, Dennis Ritchie, and
others. _
Unix and Linux are similar in many ways, and in
fact, Linux was originally created to be similar to
Unix.

Both have similar tools for mterfacrng with the
systems, programming tools, filesystem layouts,
and other key components.

However, Unix is not free.

Over the years, a number of different operating
systems have been created that attempted to be
“unix-like” or “unix-compatible,” but Linux has
been the most successful, far surpassing its
predecessors in populari

Concept of database management

The process of managing data within database is

called database management.

To manage database, a database management

software/system is required.

Database management includes the following

activities:

=  Writing schema for creatlng new data files,
updating structure of existing data file,
deleting a data file.

=  Setting relationship among data files.

= Inserting, deleting and updating data values
within data files.

= Maintaining data dictionary.

= Creating, updating and deleting database
objects other than data files, such as views,
synonyms, procedures, functions, triggers,
indexes, etc.
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%} Concept of Data

% Data, in the context of databases, refers to all the
single items that are stored in a database, either
individually or as a set.

% Data in a database is primarily stored in database
tables, which are organized into columns that
dictate the data types stored therein: . .

%  So, if the “Customers” table has a column titled
“Telephone Number,” whose data type is defined

as “Number,” then only numerals can be stored in

that column.

Database Management System

A database management system (DBMS) is

system software for creating and managing

databases.

% The DBMS provides users and programmers with
a systematic way to create, retrieve, update and
manage data.

% A DBMS makes it possible for end users to
create, read, update and delete data in a database.

% The DBMS essentially serves as an interface
between the database and end users or application
programs, ensuring that data is consistently
organized and remains easily accessible.

% The DBMS manages three important things: the
data, the database engine that allows data to be
accessed, locked and modified -- and the
database schema, which defines the database’s
logical structure.

% These three foundational elements - help
provide concurrency, security, data integrity and
uniform administration procedures.

-%  Typical database administration tasks supported
by the DBMS includechange management,
performance - ' monitoring/tuning
and backup and recovery.

% Many database management systems are also
responsible for automated rollbacks, restarts and
recovery as well as the logging and auditing of
activity. :

% Database management system is a collection of
software programs through which database can
be managed.

% Given Figure shows -an example of real-life
database of children’s’ schoolbag. It is a
stationery database which contains entities such
as notebook, textbook, compass box, geometry
case, etc. Entity Notebook has distinguished
notebooks of various subjects; Entity Textbook
has distinguished textbooks of various subjects;
Entity Compass box has pencils, erasers,
sharpeners, ruler, etc., and Entity Geometry box
has common mathematical tools.
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Objecﬁves of database management system
Data availability : The dafa availability is
responsible for the cost performance and the
query update. Availability functions make the
database available to users helps in defining and
creating a database and getting the data in and out
of a database.

Compass boxc A " o

entity within a database entity within 2
» . database

./smoomag: A de!abaso\‘ i

of stationery items

Notebook: An entity g entity within a database
within a database

Data integrity : The data integrity provides
protection for the existence of the database and
maintaining the quality of the database.

Data independence : DBMS provides two types
of data independences. First is a physical data
independence program, which remains unaffected
from the changes in the storage structure or
access method, and the second is the logical data
independence program, which remains unaffected
from the changes in the schema.

Importance of database management system
Database is required for efficient and easy
storage, retrieval, updation and deletion of data
records. ‘
Interrelated data should be grouped in one named
storage area for easy access. This storage area
may be physical or logical which resides in
computer. S

For avoiding unnecessary repetition of data
values, checking correctness of data by applying

some validation rule, and searching the required

information faster thus saving time and effort,
etc. A

Database is required for flexibility, i.e., as and
when required we can connect the database with
different front-ends.

Once a database is created, it can be shared by
many users. Hence, to share data with many
applications a database is required.

Database is needed for storing high volume and
complex data, such as documents files,
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photographs or images, multimedia data, mobile
user’s data, audio and video files.

For managing multi-dimensional data.

Database is required for proper transaction
management or transaction handling.
Characteristics, or Features, or Advantages of
database management system

It provides facility to use same data file with
different applications, i.e., data can be shared.
Duplication of data can be minimized. There is
no need to enter same data again and again as
data can be shared between different applications.
Proper transaction management is provided by
DBMS. When data are shared between
applications, there is a problem of updation when
two users try to change same data at the same
time. Data can be changed by only one user at a
time. DBMS itself decides the priority to allow
only one user to change the data at a time. The
priority is decided by the DBMS software on the
basis of some algorithms. In this way, DBMS
handles transactions more efficiently than the
file-based management system.

" There is no need to write long programs to
manage data. It can be done by writing a simple

single line command using structured query
language, which is the generalized language
provided with DBMS software.

It is easy to maintain data file structures in
DBMS using structured query language.

Data can be integrated easily, i.e., change in one
data is reflected automatically in the related data
file’s data. :

Data inconsistency can be avoided.: As data are
integrated, user is not bothered about updation of
same data in different data files. It is handled by

the database software. In this way, data will be |

consistent.

User management becomes easier. There may be
many users of the same database who may access
the database from local or remote machines. By
providing user rights and authorization checks,
the DBMS can control and restrict users.
Validation rules can be applied on data before
data is entered in the database. It will prevent
wrong data inputs.

Change in data file structure becomes very easy.
Security can be enforced on data by assigning
privileges for different users.

Appropriate backup procedure is avallable to
avoid loss of data in any adverse circumstances,

FR

such as power failure; server failure, hardware
crash. In case of failure, the data can be
recovered using recovery procedures.

DBMS provides Import and Export facility using
which data files can be imported from one
DBMS and exported to another.

Components of Database System

User: User is any person who uses a database or
any other object of the database. User may-be of
different types and at different levels 1n an
organization.

Hardware: Hardwareis a permanent storage
where the database is stored. It may be a hard-
disc, or any other secondary memory. One single
database may be stored on more than one storage
devices depending on the volume of data stored
within the database. For security purpose, a copy
of database could be kept on some other storage
device. Besides storage device, other hardware,
such as computer, peripherals, etc., are also
required to perform database-oriented operations.
Software : Software are programs or applications
which are used to access data from database.
These applications reside in DBMS or there may
be some applications which could be interfaced
with DBMS to manage data. For example,
programming languages are used to display data
on monitor. There are some software programs,
which are part of DBMS, that manage data
dictionary or metadata, define schema for the
database objects, and are used to write query on
database. The common language available with
all the databases is known as Structured Query -
Language; if which is popularly knowrn as SQL
and sometimes pronounced as ‘Sequel’.

Data: Data is the most important component of a
database system. Data is a plural of word
‘datum’. In our daily life, we use the word data to
describe facts about any person, event, place or
thing. Data are raw facts which may be numbers,
values, names, dates, etc. When we combine
related data, they describe any real-world entity.

- When data is stored in database, it should be

stored along with its definition, data type and
size, constraints, such as duplicate values are
allowed or not, possible range of values, formula

“if it is derived from some other data, etc., display

format, format in which it should be entered,
validation rules, etc.
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Difference between file-based management

system and database management system.

application program to
perform any operation on
data file.

. File-based Management Database Management
System ~ System
-Needs - individual | Any operation on data file

is done using single-line
commands.

Programming is done
using 3GL (Third
Generation Languages,
such as COBOL, C,
PASCAL).

Programming is done
using 4GL (Fourth
Generation Languages
such, -as SQL-Structured
Query Language).

Transaction management is
very difficult.

Transaction ~ management
is easy.

Same data file cannot be
used simultaneously.

Same data file can be used
simultaneously.

Security features cannot be
enforced.

Security features can be
enforced.

Backup and  recovery
facility is not available.

Backup and recovery
facility is available.

Duplication of data cannot
be minimized. ’

Duplication of data can be
minimized.

Examples: C, COBOL,
PASCAL languages’ file
management system.

Example: ’ QBASE,
FoxPro,» MS  Access,
Oracle.

Limitations of Database
Nothing is 100% perfect. Advantages also bring
along limitations with them. Database
management system also has some limitations.”
They can be described as:

% Cost of database management system is very
high. As the number of users increase, we need to

pay more.

% To install database in a network, high-end
hardware and skilled personnel to manage the

network and database is required.

"%  As data can be shared through DBMS,

difficult to control and keep track of data
‘ - Proper encryption and
decryption techniques are required to secure data

accessed by users.

over a network.

% Efficient employees are required to handle users
and decide policies about data access,” which

requires considerable and constant training.

% If data volume is very high, performance will be
poor. Also, when too many users are using
database at the same time, it may generate traffic

on network and slow down the response time.
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It will be more complex when DBMS contains
many databases w1th1n it. It may reduce the speed
of data access.

- State about the ”t&pes of database. How the

security of data can be maintained ? Clarify.
(RBB, 4th Level, 074/11/04)
There are mainly five types of databases.
Relational Database : The relational database is
the most common and widely used database out
of all. A relational database stores different data
in the form of a data table. .
Operational Database : Operational database,
which has garnered huge popularity from
different organizations, generally includes
customer database, inventory database, and
personal database.
Data Warehouse : There are many organizations
that need to keep all their important data for a
long span of time. This is where the importance
of the data warehouse comes into play.
Distributed Database : As’its name suggests
the distributed databases are meant for those
organizations that have different workplace
venues and need to have different databases for

_ each location.

End-user Database : To meet the needs of the
end-users of - an organization, the end-user
database is used.

Data Security

Data security refers to protective digital privacy
measures that are applied to prevent unauthorized
access to computers, databases and websites.

Data security also protects data from corruption.
Data security is an essential aspect of IT for
organizations of every size and type.

Data security is also known as information
security (IS) or computer security.

Examples of data security technologies include
backups, data masking and data erasure. A key
data security technology measure is encryption,
where digital data, software/hardware, and hard
drives are encrypted and therefore rendered
unreadable to unauthorized users and hackers.
One of the most commonly encountered methods
of practicing data security is the use of
authentication. With authentication, users must
provide a password, code, biometric data, or
some other form of data to verify identity before
access to a system or data is granted.

Data security is also very important for health
care records, so health advocates and medical
practitioners in the U.S. and other countries are
working toward implementing electronic medical
record (EMR) privacy by creating awareness
about patient rights related to the release of data
to laboratories, physicians, hospitals and other
medical facilities.
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M Examples of DBMS and Its Vendors

Database Manz;gement Vendor (Supplier)
System : :

Oracle Oracle

SQL Server Microsoft

Access _ Microsoft

DB2 ' IBM.

Introduction of Cyber Security
Cybersecurity - is the protection of internet-
connected systems, including hardware, software
and data, from
cyberattacks.

In a computing i -

context, security co Y3ErL
mprises d < SECURITY:
cybersecurity and L Q

physical security --
both are used by enterprises to protect against
unauthorized access to data centers and -other
computerized systems. _

Information security, which is designed to
maintain the confidentiality, integrity and
availability of data, is a subset of cybersecurity.
Elements of Cyber Security

Ensuring cybersecurity requires the coordination
of efforts throughout an information system
which includes:

Application security : It focuses on keeping
software and devices free of threats. A
compromised application could provide access to
the data its designed to protect. Successful
security begins in the design stage, well before a
program or device is deployed.

Information security : It protects the integrity
and privacy of data, both in storage and in transit.
Network security : It is the practice of securing
a computer network from intruders, whether
targeted attackers or opportunistic malware.
Disaster recovery/business continuity planning
: IT define how an organization responds to a
cyber-security incident or any other event that
‘causes the loss of operations or data. Disaster
recovery policies dictate how the organization
restores its operations and information to return
to the same operating capacity as before the
event. Business continuity is the plan the
organization falls back on while trying to operate
without certain resources.
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Operational security : It includes the processes
and decisions for handling and protecting data
assets. The permissions users have when
accessing a network and the procedures that
determine how and where data may be stored or

- shared all fall under this umbrella.
-End-user education : It addresses the most

unpredictable cyber-security factor: people.
Anyone can accidentally introduce a virus to an

otherwise secure system by falhng to follow good

security practices. Teaching users to delete
suspicious email attachments, not plug in
unidentified USB drives, and various other

_important lessons is vital for the secunty of any

organization.

One of the most problematic elements of
cybersecurity is the constantly evolving nature of
security risks. The traditional approach has been
to focus resources on crucial system components
and protect against the biggest known threats,

-which meant leaving components undefended

and not protecting systems against less dangerous
risks.

What Cyber Securlty can prevent ?

The use of cybersecurity can help prevent
cyberattacks, data breaches and identity theft and
can aid in risk management.

When an organization has a strong sense of
network security and an effective "incident
response plan, it is better able to prevent and
mitigate these attacks.

For example, end user protection defends
information and guards against loss or theft while
also scanning computers for malicious code.
Importance of Cyber Security

In today’s connected world, everyone benefits
from advanced cyberdefense programs. At an
individual level, a cybersecurity attack can result
in everything from identity theft, to extortion
attempts, to the loss of i important data like family
photos.

Everyone relies on critical infrastructure like
power plants, hospitals, and financial service
Securing these and  other
organizations is essential to keeping our society
functioning.

. Everyone also benefits from the work of

cyberthreat researchers, like the team of 250
threat researchers at Talos, who investigate new
and emerging threats and cyber attack strategies.
They reveal new vulnerabilities, educate the
public on the importance of cybersecunty, and
strengthen open source tools.

Their work makes the Internet safer for everyone.

ez afor de o Py, 7wy ¢ €D



NRB it policy, 2068

M Background

<

The Nepal Rastra Bank (NRB), established in
2013 BS (1956 AD) under the NRB act 2012, is
the central bank of Nepal. From its inception, it
has relied on manual processing for its operation
till 2029 BS (1972 AD). Computer was first
introduced in this organization in 2030 BS (1973
AD) for Family Budget Survey. NRB later
established Computer Section under Research
Department in 2042 BS (1985 AD) and upgraded
to Computer Division under Personnel
Administration Department (current HRMD) in
2049 BS (1992 AD) and finally formed
independent Information Technology Department
(ITD) in 2056 BS (1999-AD).
Over the years, IT Department" has been
involving in the following IT related activities:
i.  Design, develop, implement and maintain IT
infrastructure of NRB.
ii. Provide information through
mechanisms including its web-site.
iii. Acquire, maintain, manage and disseminate
data to/from NRB’s information system.
iv. Software development and management.
v. Hardware and Network maintenance.
vi. Development and maintenance of NRB’s
website, intranet, E-mail and internet
services.
IT knowledge transfer and capacity building.
Acquire IT equipments and services.

various

Vii.
viii.

ix. Regulate, inspect and supervise IT.
Infrastructure ‘of bank and financial
institutions. :

A successful organization requires up to date IT
policy, IT code of conduct, IT guidelines,
adequate IT awareness, efficient, effective and
economic use of IT systems, quality software,
adequate physical infrastructure, efficient-inter-
officé and backup connectivity, adequate power
backup mechanism, disaster recovery system,
business continuity plan, appropriate IT*human
resource plan and adequate capacity building.
NRB has come a long way for the development
IT infrastructure in these years. But, still lot has
to be done for the implementation of modern and
state of art IT infrastructure in NRB.

Vision, Mission and Goal of NRB for IT
Vision

To create robust, resilient, secured and credible
IT environment in Nepalese Banking - and
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Financial System, particularly in Nepal Rastra
Bank.

Mission

To have online, automated, real-time, secured,
paperless, modern IT infrastructure to support in
achieving goals and objectives of NRB.

Goal

‘The goals are as follows:

i.  Provide integrated, single sign-on IT system
in banking and financial system.

ii. Implement efficient and secured payment
system.

iii. Establish online
dissemination system.

iv. Maintain information conﬁdentlahty and
integrity honouring peoples' right to
information.

Objectives of IT Policy

The major objectives of IT policy are:

i. To ensure secure, stable and standard IT
infrastructure.

ii. To ensure availability, integrity and
confidentiality of infermation. '

iii. To enhance user awareness for efficient,
effective and economic use of IT system.

data collection

iv. To minimize Information Technology
related risks.

v. To facilitate efficient operation of
information system in financial sector.

IT Policy of NRB

This policy is guided by national IT policy and
will cover the overall management of IT related
activities in NRB, including -but not limited to
standards of IT equipments and services,
procurement of IT equipments and services,
usage of IT infrastructure, code of conduct and
penalizing for violation of this policy. The

and

implementation of this policy will be guided by

"NRB IT Code of Conduct" and
Guidelines".

It will come into effect immediately after it gets

approval from the Board of Directors of NRB. To .

achieve the objective of the organization and
meet its vision, mission and goal, NRB will adopt
the following policies regarding IT products and
services:
i.  Ensure efficient, effectxve and economic IT
~ operation by implementing appropriate IT
systems, e.g., Financial Information System
(FIS), Management Information System
(MIS), Enterprise Resource Planning (ERP)
System, Real Time Gross Settlement System
(RTGS), Scripless Securities Settlement
System (SSSS) etc.

"NRB IT -



ii. Maintain well structured, secured physical
layout of its IT mﬁ'astmcture ‘with proper
documentation.

iii. Maintain multilevel security for Information.

iv. Implement IT system audit.

v. Develop, implement and maintain data
backup and recovery policy.

vi. Establish and maintain efficient, effective
and economic Disaster Recovery (DR)
System as an instrument to "Fail Safe
System" with minimum down time. Also,
develop and maintain Business Continuity
Plan (BCP).

vii. Develop and implement IT Outsourcing and
Third Party involvement mechanism..

viii. Maintain uniform and legitimate IT
infrastructure in all its offices.

ix. Provide IT directives to licensed Banks and
Financial Institutions. _

X. Set a standard for IT procurement and shall
be reviewed based on technological

development.

xi. Promulgate "NRB IT Code of Conduct" for
proper usage of NRB IT resources.

xii. Strengthen IT capacity building of
employees.

Explanation of above mentioned policies are

given separately hereunder.

This policy shall be reviewed annually or as and

when required. The Governor will have final

authority to review, update and amend as

required for effective implementation of this

policy on recommendation of the “High level IT

. Steering Committee” constituted as below:

Senior Deputy Governor — Convener

Deputy Governor - Member

Executive  Director, ~ Corporate  Planning

Department- Member

Executive Director, Financial Management

Department- Member

Executive Director,

. Department- Member

Chief, IT Department, Member Secretary

~ The Committee may invite IT experts and other
professionals.

Enforcement

NRB employees, outsourced manpower, third

- General Services

party consultants, and all other stakeholders using '

NRB IT facilities should strictly adhere to this

policy. The breach of this policy shall be

penalized in accordance with "NRB Employee
Service = By-laws, . 2062" and relevant
national/international laws.

M Discrepancy

Any IT related discrepancies not addressed by

this policy shall be referred to the Board of

Directors under the recommendation of "High

Level IT Steering Committee".

Clarification -

NRB IT policy is brief and it gives the outline of

IT infrastructure, information management,

several issues like security, procurement, system

audit, and IT capacity building. The following are
the clarification of the ideas incorporated in the
pohcy document.

i.  Efficient, effective and economical IT

*  operation requires cautious planning and
execution of the plan for acquiring and
implementing IT related products and
services. The hardware and software
acquired should be compatible with each
other and should give optimal performance.

ii. IT infrastructure layout includes network
map, physical facility map, equipment
location map and hardware and software
specification and configuration. They should
be in standard format and properly
documented.

iii. Multilevel security for information implies
role based security. IT resources will be
allocated and given access to users' position
and business requirement.

iv. IT system audit is an examination of the
controls within an information technology
infrastructure. The evaluation of obtained
evidence determines if the information
systems are safeguarding information assets,
maintaining data integrity, operating
effectively and dispensing information to
authorized parties.

v. Data is the heart of any organization. To
protect the data, NRB needs to implement a
data backup and recovery plan. Backing up
files can protect against accidental loss of
user data, database corruption, hardware
failures and even natural disasters. IT
administrator makes sure those backups are
performed and that backup tapes are stored
in a secure location. The plan considers
importance of data, its frequency of change,
equipments to perform backup, job
assignment for backup and recovery, backup
storage site etc.

vi. Disaster recovery is the process, policies and
procedures related to preparing for recovery
or continuation of technology infrastructure
critical to an organization after a natural or
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Vii.

viii.

Xi.

Xii.

human-induced disaster (i:e. Earthquake,
Storm, Flood, Fire, Terrorist acts, rites etc.).
It focuses on the IT or technology systems
that support business functions.. Disaster
recovery is a subset of business continuity.
Business continuity involves planning for
keeping all aspects of a business functioning
in the midst of disruptive events.

IT outsourcing is the contracting out of IT
related business function, commonly those
previously performed in-house, to an
external provider (third party). It requires
contractual  agreement involving an
exchange of services and payments. The
motive behind outsourcing is cost and time
saving, quality assurance, focus on core
business etc.

Legitimate IT infrastructure refers to IT
products and services legally acquired,
implemented and operated. The source
providing such products and services should
be legal business houses.

NRB provides guidelines for opening and
operation to licensed Nepalese financial

institutions. As these organizations heavily |
‘rely on IT, it becomes necessary on the part

of NRB to provide IT directives to safeguard
electronic data and transactions, to
encourage use of state of the art IT
infrastructure so as to enhance peoples' trust
in banking. :
Information technelogy is highly dynamic in
the sense it comes with new ideas and
products in short intervals. In this context,
NRB should set standard for IT procurement
based on business need and technological
trend.

To get high productivity, NRB needs to have
state-of-the-art IT infrastructure. The other
equally important factor is to have skilled
employee to operate IT system. Users should
be familiar with the capability, limitation of
the system and behave accordingly to
achieve high - performance and should

knowingly/unknowingly refrain from its

unacceptable usage. The "NRB IT Code of
Conduct" document helps users in this
regard.

IT capacity building is a regular and never
ending process. Operational training, system
installation, management -and maintenance
training, IT Workshops and seminars can be
instrumental in this context.
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Executive summary
The use of information technology by financial
sector has changed the way they do their
business. It has become a part of business rather
than supporting factor of business and has created
challenges of managing and governing it. Issues
of tackling with changes in technology, migrating
system from one to another, maintain adequate
internal control system, limiting access to system
and data from unauthorized access, . securing
electronic  transactions , meeting legal
requirements, managing outsourcing services,
and managing other IT related risks have been
emerged in banking sector. New delivery
channels such as ATM, internet banking, mobile

. banking have increased the risk of financial loss

and electronic frauds along with other banking
risks. Technology risk is not only concerned with
operation risk of the bank, other banking risks
like credit risk, reputation risk, compliance risk,
market risk, strategic risk are also increased due
to it. Moreover; emerging concept such as
virtualization, data  centre and disaster recovery
site hosting, security outsourcing etc. have also
increased the challenges of dealing with these
issues. Technology has also given new avenue
for cyber fraud and the modus operandi of fraud
from both internal staffs and external parties have
been changing. Frauds related to debit and credit
card, ATM, internet banking and mobile banking
are emerging in present financial organization in
the world. In this scenario, NRB has felt
necessary to regulate and guide IT related
activities in commercial banks with the
objectives of strengthening banks for tackling
with emerging cyber frauds, managing
information technology prudently and mitigating
risk aroused from implementation of information
technology.

Applicability of the guidelines

The objectives of this guideline are to promote
sound and robust technology risk management
and to strengthen system security, reliability,
availability and business continuity in
commercial banks of Nepal. Banks should
compulsorily comply with this guidelines within
two years from the date of issuance. The Action
Plan (along with time frame for each action) for
the implementation of the guidelines should be
developed and provided to Bank Supervision
Department, Nepal Ratra Bank within six month
from the issuance. The extent of compliance of
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this guideline will be examined during the
periodic onsite/offsite supervision from NRB.
GUIDELINES F ot

IT governance : .

IT has been adopted by most of the commercial
banks to some degree from branch automation to
providing alternate delivery channelsi. This
pervasive nature of IT has increased the
challenge on governing it. Since IT is very
critical in supporting and enabling business goals
and is strategic for business growth, due
diligence on its governance is essential. IT
governance is a continuous process where IT
strategy drives the process using necessary
resources. In this context; NRB expects
commercial banks to follow following guidelines

. 1. Bankl should have a board approved IT

" related strategy and policy and IT policy
should be reviewed at least annually. IT
strategy can be long term and short term and
long term strategy should be mapped to
short term strategy periodically. There
should be detail operational procedures and
guidelines to manage all IT operations.

2. Organizational structure for IT should be
commensurate with the size, scale and
nature of business activities carried out by
the bank and may differ from bank to bank.
Broadly the organization structure consists
of Development, Technology, IT Operation
and Information Assurance.

3. Bank should assess the requirement of
expertise to successfully complete required
IT functions. A periodic IT training
requirement for IT personnel according to
the IT functions of the bank should be
assessed.

4. Bank should have performance monitoring
and measuring system of IT functions and it
should be reported to appropriate level of
management.

5. IT related risk should also be considered in
the risk management policy or operational
risk policy of the bank and it should cover
all  e-banking activities and supplier
activities as well. Periodic update of risk
management is essential.

6. Banks are encouraged to implement
international IT control framework such as
COBITii as applicable to their IT
environment.

7. The board should be adequately aware of the
IT resources of the bank and ensure that it is
sufficient to meet the business requirement.

8. Bank should designate a senior official of
the bank as Information Security Officer
‘(ISO) who will be responsible for enforcing

. information security policy of the bank. ISO

~will also be responsible for coordinating and
 communicating security related issues
- within the organization or with relevant
' external organization. -

9. Bank needs to carryout detail risk analysis
before adopting new technology/system
‘since it can potentially introduce new risk
exposure. The new technology/system
- should be assessed as a part of product
-approval  process which incorporates
security related issues and regulatory
requirements. The new technology/system
should have fulfilled among other things,
security related aspect, regulatory and legal
aspects, employed industry standard controls
or compensating controls and should be
tested to ensure security issues of the
technology. , '

10. Bank should have process in place to
‘identify and adequately address the legal
risk arising from cyber law and electronic'
transaction related laws and acts of Nepal.

. - Information security

Robust information is crucial to achieve business
goals and for managing risk prudently in banks.
Accuracy, integrity, consistency, completeness,
validity, timeliness, accessibility, usability and
auditability are requirement of information
processed and stored electronically. To achieve
these qualities of data, banks should develop and
maintain comprehensive * information security
program.

1. There should be a board approved
Information Security Policy addressing all
electronic delivery channels and payment
system and it should be well communicated
to employees, contractors/suppliers,
consultant.and officials.

2. Bank should conduct Risk Assessment
periodically (at least annually) for each asset

- that has possibility of impacting the CIAiii
of the information of the bank.

3. Bank should take necessary measures to
ensure that all of its employees, consultants
and contractors are aware of information
security policy of the bank and comply with
it and can be done by clear job description,
employee agreements, policy awarenéss and
its acknowledgements.
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. Access authorization for information of the

bank should be in "need to know" basis and

_with least privilege and it should be for

10.

11.

128

required time only. Bank should closely

- supervise individuals with privilege access

to the system. With their system activities

- logged, access to system by privilege users

should be done by more strong controls and
security practices.

Banks should implement appropriate
physical and environment controls taking
into consideration of threats, and based on
the entity“s unique geographical location,
building configuration, neighboring entities
etc to secure critical hardware, system and
information.

Since information security is not one time
activity and cannot be gained by just
purchasing and installing suitable hardware
or software, bank should institutionalize
processes to regularly assess the - security
health of the organization and detect and fix
the vulnerabilities. It is recommended to
conduct penetration testing of the system
periodically.

Bank should harden their system i.e. should
be configured with highest level of security
setting in operating system, firewall and

system software. The default password |

should be changed immediately = after
installation. The updates, patches and
enhancements for security ~should be
installed as recommended by the vendors.
Bank should develop and implement
comprehensive computer virus protection
mechanism.

Bank should deploy strong cryptography and
end-to-end encryption to protect customer
PINs, user passwords and other sensitive
data in networks and in storage.

Bank should install firewalls between
internal and external networks as well as
between geographically separate sites. And
firewall should be configured according to
network security policy of the bank.

It is the responsibility of the bank to operate
and maintain adequate’ and effective
authentication and related security measures
and . verify the customer with proper
authorization and validation procedure
before access to customer account is granted
and before transaction is executed.

Bank should make sure the detail audit trail
with transaction id, date, time, originator id,
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13.

14.

15.

16.

17,

18.

19.

authorizer id; action taken etc. is available
for each application handling sensitive
information of the bank. Audit trail should.
be detail enough to complywith regulatory,
legal and bank's requirement and should be

. secured to ensure integrity of information.

Audit trail should be available even after
migration of the system, if applicable.

Bank should ensure that all the applications
used by the bank maintains integrity of data
and free of malware and any hidden
channels of data processing. This will be
applicable even in purchased system.

Bank should adopt procedures to ensure the
integrity and consistency of all critical data
stored in electronic form, such as databases,
data warehouses and data archives.

Bank should never practice updating
database by accessing back-end directly. But

~ if it has to be done due to genuine business

need, it should be done under close
supervision and after due authorization.

In the event of data pertaining to Nepalese
operations being stored and/or processed
abroad, there needs to be suitable controls
like segregation of data and strict access
controls based on principle of ,need to
know" and 'least privilege' and robust
change controls process. The bank should be
in a position to adequately prove the same to
the regulator/ supervisor. Regulator/
supervisor's access to such data/records and
other relevant information should not be
impeded in any manner and NRB would
have the right to cause an inspection to be
made on the data centre and the system.

Bank should have a migration policy with
details of migration process to ensure
principle of information securityiv. After
each stage of migration and after completion
of migration, explicit sign offs from
application owner should be taken to ensure
data integrity, completeness and consistency
of data.

Information and inventory assets in bank
should be recorded and classified according
to criticality of informationv. Security
requirement and corresponding  access
control mechanism should be developed for
each class and it should commensurate with
level of criticality of information.

Employee with privilege access such as
system administrator, security officer or
officer of other critical system should be
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22,

23.

24.

25.

26.

27.

28.

scrutinized additional screening process
such as background check, credit check etc

. before assigning in their respective job.

Bank should have data security policy and
procedure in place to ensure security of data
stored or transmitted electronically. This
should cover, among other things
appropriate data disposal procedure, storage
of data in portable devices, security of media
while in transit or in storage, physical and
environmental control of storage media,
encryption of customer's critical information
being transmitted, transported or delivered
to other locations.

Bank should evaluate security risk and apply
appropriate additional controls if using
wireless network.

The information security policy, guidelines
and education program should be updated
according to latest threats and changes in
modus operandi of electronic attacks.

CCTV at each ATM location should be
installed with adequate lighting inside ATM
centre so as to capture clear picture of
person doing ATM operation. However;
CCTV should not capture the PIN entered
by customer. Secure Transmission of
message using appropriate encryption from
ATM, controls relating to ATM key
generation, loading, destruction, firewall,
antivirus, secure PIN generation, adequate
segregation of duty while creating PIN and
card should be employed.

Bank should ensure that electronic card and
its PIN is not under control of single person
from the point of production till it is
delivered to customer. PIN and card should
not be together at any point of time before it
reaches to customer hand.

For debit / credit card transactions at the
POS terminals, it is recommended to replace
existing signature based system with PIN

based authorization system and the non-PIN

based POS terminals be withdrawn within
certain period.

Banks are recommended to replace current
magnetic stripe card with chip based card.
Online payment by using card should be
authenticated using second factor and instant
alert should be provided to customers using
email/SMS/automated voice call.

Bank, inter-alia, should consider security of
information that can be stored in mobile
devices and encryption of transaction

information and PIN/Password from mobile
devices to bank's system while providing
banking services using mobile devices (.
Additional controls like daily transaction

~ limit, per transaction limit etc. should also
be defined if bank is providing fund transfer
facility. Mobile banking should be allowed
for accounts in Nepalese currency only.

29. As the risk of cyber attack and its trend is

- increasing, banks should, inter-alia,
implement more than one factor for
authenticating critical activities like fund
transfers through internet banking facility.
The authentication methodology should
commensurate with the risk of internet
banking.

30. Bank should 1mplement adequate security
measure to secure their web applications
from traditional and emerging cyber threats

and attacks and critical application should
employ latest SSL encryption.

~ Information security education

With the introduction of electronic delivery
channels, customers don“t require to visit the
bank branches physically to conduct banking.
This- has intensified the - challenges of
authenticating customers. Moreover; fraudsters
are designing and wusing more advanced
techniques to impersonate users and make illegal
access to customers account. To defend illegal
users from accessing banking system, it has
become essential to well educate customers to

“conduct banking operation securely. To create

effective information security practice, it is also

important to educate other stakeholders including

its employees.

1. -Bank should develop information security
awareness program and periodically conduct
to its employees, vendors, customers and
other related stakeholders. The awareness
program should be customized according to
the target group. It is recommended to
develop mechanisms to track the
effectiveness of training program.

2. Bank should ensure that customers are
adequately educated so that they take
appropriate security measures to protect
their devices and computer systems and
ensure that their hardware or system
integrity is not compromised when engaging
in electronic banking. Bank should have
appropriate procedures in place to promptly
response the customers query regarding
securely accessing electronic banking.
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3. Banks are responsible for safety and
soundness of their system. They should use
appropriate customer authentication system
to authenticate customers before access to
system is allowed and customers should also
be adequately educated and aware of
securing their credentials.

Information  disclosure - and

handling ,

Bank should clearly provide information about

the services, cost, security features, risk and

benefits of electronic banking environment.

Precise information about responsibilities,

obligations and rights of customers- and bank

regarding electronic transaction should be
delivered

to customers.

1. Bank should publish clear information about
the dispute or problem resolution process in
case of any security breaches and fraudulent
access to customer's account. The condition
on which loss will be attributable to the bank
or their ~customers should be clearly
explained.

2. Bank should publish customer privacy and
security policy; cost of transaction etc. in
their website or at the time of subscription of
the corresponding electronic  delivery
channels and it should be relevant and
helpful to make informed decision for
subscribing electronic delivery channel.

3. Bank should clearly inform user on the
amount transaction cost at each of their
ATM location or electronically before
committing the transactions from ATM. and
other electronic delivery channels

4. Bank should develop dispute handling
mechanism with expected timing of bank
response, to handle disputed payments,
transaction and other issues in electronic
banking delivery channels.

5. Bank shall be responsible for grievance
handling in case of customer files
complaints on disputed transaction and
procedure for handling grievance should be
formulated by the bank.

6. Banks should provide clear information to
their customers about the risks and benefits
of using e-banking delivery services to
enable customers to decide on choosing such
services. Bank should educate customers on
which protections are provided and not
provided in each of their delivery channels.

grievance
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5. Outsourcing management

It has become quite common for Nepalese banks
to outsource some or all of IT functions.
Interbranch communication, software, hardware
and other technical and administrative functions
are commonly outsourced by Nepalese banks.
Emerging technologies such as virtualization,
Data Centre and Disaster Recovery Site
Outsourcing are also becoming popular.
Whatever the reasons of outsourcing, bank has
responsibility to ensure that their service
providers are capable of delivering the level of
performance, service reliability, capability and
security needs that are at least as stringent as it
would expect for its own operations.

1. Board and senior management are
responsible for due diligence, oversight and
management of risks associated with
outsourcing and  accountability = of
outsourcing decision rests with board and
bank management.

2. Bank should evaluate the risk before
entering into outsourcing agreement of
technical operations that can significantly
impact the business operation and reputation
of the bank and it should be evaluated
periodically

3. All outsourced operations should be subject

to bank's information security and privacy
policy and bank should ensure that
outsource = service provider implement
adequate internal controls, logical access
control and physical security controls to
ensure the same. v

4. Bank should ensure that outsourcing of IT
operation do not interfere or obstruct
regulatory activities. Moreover; the authority
of regulatory bodies under the BAFIA and
NRB Act to carry out any inspection,
supervision or examination of the service
provider's role, responsibilities, obligations,
functions, systems and facilities must be
recognized in the agreements.

5. Banks should establish a process for
monitoring and control of outsourcing
activities and it should commensurate with
the nature, scope, complexity and inherent
risk of the outsourced activity. The
accountability of performance of outsourced
activities should be specified in the agreed
service level and it should be evaluated
periodically. A  periodic review of
operational and financial condition of the



outsource service provider should be carried
out. _

6. It is the responsibility of the bank to ensure
availability, integrity and confidentiality
requirements even if outsourced service
provider is outsourcing some or all of its
functions. i '

7. Bank should ensure that availability and
quality of the banking services are not be
adversely  affected by  outsourcing
arrangements of the bank. The contingency
planning of the bank should address the
availability of alternate services providers or
possibility ~of canceling outsourcing
activities and bringing the- outsourced
activities back in house in urgent situation.

8. While outsourcing IT operations outside the
country, country risk factors such as
economic, social and political reasons
should also be considered while accessing
the risk of outsourcing activities. Bank
should proactively evaluate such risks and
develop effective and appropriate mitigating
controls and if required exit strategy. The
same should also be considered if the
outsource service providers are operating
across multiple countries or outsourced
some or all of its functions abroad.

9. To ensure continuity of critical applications,
bank should have suitable strategy in place.
Bank can either receive source code and its
updates from the vendor or can arrange a
software escrow agreement to ensure source
code and its updates availability in case the
vendor goes out of business.

10. Emerging technologies such as
virtualization, data center hosting, and
disaster recovery site hosting, applications
as a service and cloud computing have no
clear legal jurisdiction for data and cross

border regulations. Banks should clarify the -
jurisdiction for their data and applicable

regulations at the beginning of an
outsourcing or offshoring arrangement. This
information should be reviewed periodically
and in case of significant changes performed
by the service provider.

IT operations

IT infrastructure have been developed and grown
in banks over few years and has been used to
support processing and storage of information in
banks. IT should be operated to ensure timely,
reliable, secure information. To ensure effective

and efficient delivery of information, following
guidelines should be followed.

1,

Board and higher management should
oversee functioning of IT operation and
should ensure safe IT  operation

- environment.

Adequate ' segregation of duty should be
enforced in all IT operations. There should
be documented standards/procedures for
administering an application system, which
are approved by the application owner and
kept up-to-date. Access to the application
should be based on the principle of least
privilege and “need to know” commensurate
with the job responsibilities.

Critical system functions and procedure such
as systems initialization, network security
configuration, access control system
installation, changing operating system
parameters, implementing firewalls and
intrusion prevention systéms, modifying
contingency plans, invoking emergency
procedures, obtaining access to backup
recovery resources, administering critical
application, creating master password and
cryptographic keys should be carried out in
joint custody.

Banks need to implement a ,change
management™ process for handling changes
in technology and processes to ensure that
the changes are recorded, assessed,
authorized, prioritized, planned, tested,
implemented, documented and reviewed in a
controlled manner and environment.

Bank should have a documented migration
policy with migration methodology to
ensure completeness, integrity,
confidentiality and consistency of data.
Bank should ensure that audit trail of the
older system 1is available even after
migration to new system. Audit trail of pre
migration, migration and post migration
should be available for review.

Vendors, suppliers -or consultant who are
authorized to access critical system of the
bank should be subject to close supervision,
monitoring and access control similar to
those applying to internal staffs.

High degree of availability of the service is
critical for online environment. Bank should
be able to ensure that they have adequate
resources in terms of hardware, software and
other operating capability to deliver
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consistently reliable service. Bank should
identify and maintain standby software,
hardware and network components critical
for availability.

8. Bank should conduct periodic risk
assessment of their IT environment
including human resource, technology and
processes. The probable events or activities
that can adversely affect the bank's operation
- or reputation should be identified during risk
assessment and suitable mitigating strategy
should be in place. .

Information systems acquisition, development

and implementation

Many software fails due to inadequate system

testing and bad system design. Application that

handles financial information of customers' data
should, inter-alia, satisfy security requirements.

Deficiencies in system design should be

recognized at early stage of software

development and

during software testing. Among other things,

following points should be taken into account

while developing software. '

1. User functional requirements, security
requirements, performance requirements and
technical specification:  should  be,
documented and approved by appropriate
level of management before software is
developed.

2.. Information security requirement should be
incorporated at each stage of software
development lifecyclevi. Security—
requirements relating to access control,
authentication, transaction authorization,
system activity logging, audit- trail, data
integrity, security event tracking etc. should
be incorporated along  with' business
requirement.

3. All system should have audit trail detailed
enough to use it as forensic evidence and
audit trail should meet, inter-alia, regulatory
and legal requirements. fhy =

4. Banks are encouraged to conduct source
code review of the application with the
objective of finding loopholes and defects
residing  in the software due to poor
programming  practice, coding  errors,
malicious  attempts etc. ~ All  the
vulnerabilities, loopholes and defects found

- should be - fixed before system is
. implemented. -
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Business continuity and disaster recovery
planning
The role of banking sector in economic growth

- and stability is vital and requires continuous

service and reliable service. The introduction of
electronic delivery channels and 24/7 services
availability has increased the demand of Business
Continuity  Planning ~ (BCP)  framework
comprising of all critical aspects of people,
process and technology. Business Continuity
should be formed to minimize financial,
operational, legal, reputational and other risks
and it includes policies, standards and procedures
to ensure continuity, resumption and recovery of
business processes and minimizes the impact of
disaster. A business continuity plan generally
incorporates business Impact analysis, recovery
strategies, business continuity plan as well as

testing, training, awareness, communication and

crisis management program. Disaster Recovery
Planning (DRP) deals with technical aspects of
BCP and is a part of it. Most of the applications
in banking are mission critical in nature and
requires high availability. While designing the
banks IT system and Datacenter (DC), fault
tolerance of such mission critical system should
be taken into account.

1. Bank should have board approved BCP
Policy. There should be detail procedures
and guidelines for prioritizing critical
business functions, incident handling and
how the institutions will manage and control
identified risk. The BCP should also include
allocation of sufficient resources, allocating
‘knowledgeable person etc and should be
reviewed periodically. :

2. A senior officer of the bank should be

- appointed as Head of Business ‘Continuity
Planning function and he/she will be
responsible for developing BCP, it regular
updates, prioritization of critical ‘business
activities, recovery, testing, training and
other aspects of BCP.

3. A BCP should consider all probable natural
and man-made disasters, security threats,
regulatory requirements, dependencies on
outsourcing activities and issues of operating
in multiple countries. BCP should also
consider people aspect along with technical

~‘aspects.

4. A BCP team should be formed and it should
comprise of semior offers from various
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departments as required and it should be
formed in head office as well as in branch
offices.

BCP should be periodically, at least
annually, tested to ensure its effectiveness.
The testing should include all aspects and
constituents of the ‘bank ie. people,
processes and  resources  including
technology. BCP testing should be both
planned and unplanned and should be
audited by internal audit of the bank. The
testing and its outcome should be
documented and amendments in BCP be
made as suggested by the outcome of the
test.

BCP should specify RPO and RTO vii of the
business processes and suitable data
recovery strategies should be chosén in DRP
to meet required RPO and RTO. Bank can
choose Hot Site, Warm Site or Cold Siteviii
for backup site but it should meet the RPO
and RTO requirement as specified in the
BCP. '

‘Bank can use their own standby site and

system or .outsource it from some disaster
recovery providers. Depending on RPO and
RTO requirements, bank may opt for high
availability system to keep both system and
data replicated on remote site or live
replication of data to offsite location or back
up made to offsite location or backups made
to electronic media and sent offsite
periodically or combination of above
strategies.

Whatever the arrangements has done for
standby site, bank should also adopt disaster
mitigating  strategies such as locally
mirroring data and system, arranging UPS
and generator for long term power failure,
using surge protector to minimize the effect
of power fluctuations and providing
adequate  physical and environmental
controls in the DC. ,

The datacenter, disaster recovery solution,
enterprise network and security and branch
or delivery channels should be designed and
configured for high avallablhty and no
single point of failure.

The location of bulldmg containing
datacenter and critical equipment rooms
must be chosen so as to minimize the risk of
natural and man-made disaster, flood, fire,

11.

explosion, riots, environmental hazards etc.
Physical access to datacenter and critical
equipment rooms must be restricted to
authorized individuals only.

Bank should check transaction and data
integrity between DC and DR site
periodically. It is recommended to.make this
check as a part of End of Day (EOD) or
Beginning of Day (BOD) process.

12. Bank should develop appropriate incidence

response - plans, including communication
strategies and outsourced services, to ensure
business continuity, control reputational risk
and limit liability of service disruption. The
incidence response plan should, inter-alia,
cover mechanism to identify incidence as
soon as it occurs, recovery of e-banking
system and = services, communication
strategy to address external party and media,
procedure to alert related regulatory body
etc

Is audit

Since the

increasing complexity of IT

environment in banks has created significant risk,
comprehensive risk management comprising of
various standard internal control framework,
bank's own requirement and NRB requirement.
To ensure the effectiveness of implemented
controls framework and adequacy of the adopted

security plan and procedures,

banks should

conduct IS audit annually.

- L

Board or the audit committee should provide
sufficient resources to conduct audit to
ensure the audit team is capable of
evaluating IT controls in sufficient IT
coverage.

If the bank does not have enough staff to
conduct IS Audit or bank lacks expertise and
experience in- its staffs, IS audit can be
outsourced to external professional provider.
However; the responsibility of audit
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~ planning, risk ~assessment and follow up
rests on the bank. The audit committee
should ensure that the outsourced service
provider has expertise and experience in IS
Audit. '

10. Fraud management

Nepalese banks are using electronic delivery
channels to provide banking services. Increased
use of Internet banking, mobile banking, péyment
card (debit and credit card), ATM is also creating
risk of electronic fraud in banking system. In this
context, bank should among other things follow
following guidelines. '

1.. Banks should identify and document all
electronic attacks and suspected electronic
attacks in their system and report to Nepal
Rastra Bank monthly.

2. Customers should be made aware of frauds
along with fraud identification, avoidance
and protection measures.

Internet
This is the world-wide network of computers
accessible to anyone who knows their Internet
Protocol (IP) address. The IP address is a unique
set of numbers (such as 202.70.81.23) that
defines the computer's location. Most will have
accessed a computer using a name such as
http://www.nrb.org.np or web.epfnepal.com.np.
Before this named computer can be accessed, the
name needs to be resolved (translated) into an IP
address. To do this your browser (for example
Internet Explorer) will access a Domain Name
Server (DNS) computer to lookup the name and
return an IP address or issue an error message to

indicate that the name was not found. Once your -

browser has the IP address it can access the
remote computer. The actual server (the

computer that serves up the web pages) does not |,

reside behind a firewall - if it did, it would be an
Extranet. It may implement security at a directory
level so that access is via a username and

password, but otherwise all the information is .

accessible. . ]
The Internetis  the  global  system . of
interconnected computer ~ networks that ~ use -

the Internet protocol suite (TCP/IP) to link
devices worldwide. .

< T w3 R/ S e
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It is anetwork of networksthat consists of
private, public, academic, business, and
government networks of local to global scope,
linked by a broad array of electronic, wireless,
and optical networking technologies.

The Internet carries an extensive range of
information resources and services, such as the
inter-linked hypertext documents and
applications of the World Wide Web (WWW),
eléctronic mail, telephony, andpeer - to -
peer networks for file sharing. '

Characteristics of Internet

& FEFEFEF & &

Internet is a worldwide network of Computers
which is open for all.

Internet itself contains a large number of
intranets. '

Unlimited number of users.

Visitors traffic is unlimited.

Contains unlimited source of information.
Collection of various LANs, WANs and MANSs.
Internet uses the standard Internet Protocol
(TCP/IP) ‘ ‘
Every computer in internet is identified by a
unique IP address, which identifies a computer’s
location.

A special computer DNS (Domain Name Server)
is used to give name to the IP Address so that.

-user can locate a computer by a name.
JIntranet .

Intranet is network ‘of Computers designed for a
specific group of users. An intranet is a private
network, accessible only to an organization's
staff. Generally a wide range of information and
services from the organization's internal IT
systems are available that would not be available
to the public from the Internet. '
This is a network that is not available to the
world outside of the Intranet. Intranet can be
accessed from Internet but with restrictions. If the
Intranet network is connected to the Internet, the
Intranet will reside behind a firewall and, if it
allows access from the Internet, will be an
Extranet. The firewall helps to control access
between the Intranet and Internet to permit access
to the Intranet only to people who are members
of the same company or organization. -

An intranet is a private network accessible only
to an organization's staff.

Generally a wide range of information and
services from the organization's internal IT



systems are available that would not be available
to the public from the Internet.

A company-wide intranet can constitute an
important focal point of internal communication
and collaboration, and provide a single starting
point to access internal and external resources.

In its simplest form an intranet is established with
the technologies for local area networks (LANSs)
and wide area networks (WANS).

Intranet is system in which multiple PCs are
connected to each other. |

% . PCs in int(anet are not available to the world
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outside the intranet.

Usually each company or organization has their
own Intranet network and members/employees of
that company can access the computers in their
intranet.

Each computer in Intranet is also identified by an
IP Address which is unique among the computers
in that Intranet.
Characteristics of Intranet
Limited number of Users.
Limited visitors traffic.
Contains  only - specific
information.

Mostly any of LAN or MAN or WAN.

PCs in intranet are not available to the world
outside the intranet.

group purpos'e.

* Each computer in Intranet is also identified by an

IP Address which is unique among the computers.
in that Intranet. ]

Similarities in Internet and Intranet

Intranet uses the internet protocols such as
TCP/IP and FTP.

Intranet sites are accessible via web browser in
similar way as websites in internet. But only
members of Intranet network can access intranet
hosted sites. :

In Intranet, own instant messengers can be used
as similar to yahoo messenger/ gtalk over the
internet.

Differences in Internet and Intranet

Internet is general to PCs all over the world
whereas Intranet is specific to few PCs.

Internet has wider access and provides a better
access to websites to large population whereas
Intranet is restricted.

Internet is not as safe as Intranet as Intranet can
be safely privatized as per the need.

&
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Extranet
An extranet is a private network that uses Internet
technology and the public telecommunication

‘system to securely share part of a business's
. information or

- operations with  suppliers,
vendors, partners, customers, or other businesses.
An extranet can be viewed as part of a
company's intranet that is extended to users
outside the company. It has also been described
as a "state of mind" in which the Internet is
perceived as a way to do business with other
companies as well as to sell products to
customers.

An extranet requires security and privacy. These
can include firewall server management, the
issuance and use of digital certificates or similar
means of user authentication, encryption of
messages, and the use of virtual private networks
(VPNG) that tunnel through the public network
Companies can use an extranet to:

Exchange large volumes of data using, Electronic
Data Interchange (EDI)

Share  product catalogs exclusively with
wholesalers or those "in the trade"

Collaborate with other compames on joint
development efforts

Jointly develop and use training programs with
other companies

Provide oraccess services provided by one
company to a group of other companies, such as
an online banking application managed by one
company on behalf of affiliated banks.

Share news of common interest exclusively with
partner companies

Electronic mail (email or e-mail)

Email, short for "electronic mail," is one of the
most widely- used features of
the Internet, along with the
web.

It allows you to send and
receive messages to and from
anyone with an email address,
anywhere in the world.
Email uses

the TCP/IP suite.

For example, SMTP is used to send messages,
while the POP or IMAPprotocols are used to
retrieve messages from a
mail server.

When you configure an email :
account, you must define :
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-your email address, password, and the mail
servers used to send and receive messages.
Fortunately, most webmail services configure

your account automatically, so you only need to”

enter your email address and password.
However, if you use an email client like

Microsoft Outlook or Apple Mail, you may need |

to manually configure each account. Besides the
‘email address and password, you may also have
to enter the incoming and outgoing mail servers
and enter the correct port numbers for each one.
The original email, standard only supported plain
text messages. . '
Eventually, email evolved to supportrich
text with custom formatting.
Today, email supports HTML, which allows
emails to be formatted the same way as websites.
HTML email messages can 1nclude images, links,
and CSS layouts.
You can also send files or "email attachments"
along with messages. Most mail servers allow
you to send multiple attachments with each
message, but they limit the total size.
In the early days of email, attachments were
typically limited to one megabyte, but now many
mail servers support email attachments that are
20 megabytes in size or more.
Electronic mail (email or e-mail) is a method of
exchanging messages between people using
electronics.
Email first entered substantial use in the 1960s
and by the mid-1970s had taken the form now
recognized as email.
Email operates across computer networks, which
today is primarily the Internet.
Some early email systems required the author and
_the recipient to both be online at the same time,
in common with instant messaging.
Today's email systems are based on a store—and-
forward model.
Email serversaccept: forward, deliver, and store
messages.
Neither the users nor their computers are required
to be online simultaneously; they need to connect
only briefly, typically to amail serveror
a webmail interface, for as long as it takes to send
or receive messages '
- Email Netiquette
When composing an email méssage, it is
important to use good netiquette. For example,
you should always include a subject that
summarizes the topic of the email.

Q) T -3 S e

It is also helpful to begin each message with the

recipient's name and end the message with your

name or "signature."

A typical signature includes your name, email -
address, and/or website URL. A professional

. signature may include your company name and

title as well.

Most email programs allow you to save multiple
signatures, which you can insert at the bottom of
an email.

If you want to send an email to multiple
recipients, you can simply add each email
address to the "To" field.

However, if the email is primarily intended for
one person, you should place the additional
addresses in the "CC" (carbon copy) field.

If you are sending an email to multiple people
that don't know each other, it is best to use the
"Bee" (blind carbon copy) field. This hides the
email addresses of each recipient, which helps
prevent spam.

* K #*
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% “Management is the art of getting things through
and with people in formally organized groups”.
Ex: Human Resource Management Financial
Management.
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(Bureacracy is a system of administration
characterized by expertness, impartiality & the
absence of humanity.) ,
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