‘Add Remove Program (7 TWWEE® T& T &ETEA) : J9ale BTHI
FEGETAT & 701 GUHEE e T gera qagl | a1 A= AT g |

Font (®¥2) : 4T 74l Hrde® FFYSTHT & Insert T FANT GG |

Disk Operating System

Frogears fafam g T v o d@as SeEae gsaEd Mg |
FIETH! WMNT T WENEAHE AT GO GRG UF ged | FEedE
HHAETAE FAN I T F Output ATY WA FTHR AT TFEE
A AHICa S UG fafa §dde® [OeEa Tl g9 JTEes system
language m | Computer Operating =T T faea ?IF(@ UEF GhIahl
Software B Disk Operating system (DOS) FH Hardware E&@TE SAad
TIHT ¥ 48 | DOS o Application software T Hardware device &=
qrER WG 5g T Disk 7% 5910 a9 <9 | 4l JUTel Microsoft
T T TS TOFS S Ms-DOS Ul U Wiy 1 u|
Operating System ) E‘F{E‘-ﬁ &TRT q% T fawea Er g | A=
YEHTCET Hardware @I% SATIT AT MIYTd G [Hepiaa TCH g | 5
: Flopy drive @S A: &T B:, Hard disk 1§ C:, D:, E: #TK | I&T drive &S
SS9 Prompt, directory, extension name, wild cards, syntax 311& YARTAET
Atag |
Dos T Internal T External I g W&IX# commands &€ AN e |
Internal command @l @ YA wIEe @W I Internal command EFWIE'{#
Command.com A% HEEAT store HU& & WA external cpmmand &%
T IS TIAT storage disk AT I ATH g9 | External command
g%© .exe, .bat, .com STEl Qﬁf@?ﬂ? H HUST §5 | Internal command AT
Copy. Con. type, Cls, date, time, prompt, ren, vol, del, Md/Mkdir, cd, rd/rmdir TS
command Y73 W+ External command AT Xcopy, format, fdisk, attrib, label, free,
diskcopy, sys, backup, restore STl FHITS Erg |

a9 queirET fgel T 9 #W TS AN FAN TR Gaeedrs wild card
g | S star(*), dot star (.*), star dot star (*."), question mark (?), back
slash(/), greater than (>) &1 IGAT WANT &G, | % THAWEE @led o, edit
T = o seteT daasl T9AT AT At | T BeEet ser ainT
#Raq Equation composition arg syntax W75 | Dos HT syntax afe Tgar
A T GTHT FHERT 99T @9HT M §ideg oegdr al Stied
E97g | SRELTHl AN F6l syntax 8% : MD/Mkdir - STELF! EFI]G‘-:T,

MWHWWWM| %9



RD/Rmdir - SHTTH STELF 8€Ted, CD - STEGHT I T J&HT 9 &
T, Cis - A o T, Del - TEITTET SRS delete T |

(§) Database Management System : Data, Information and
Database, Types of Database, Data Security |

Data and Information (F¥7F T =1):

T FvEET grEta g SMETieE a9iF (Data) W | g
TG | WU S s wEtad 9§79 a7 O9el arr ZEted w9aT
=GR T dded TGS T a7 TAE 75 | Data isarepreé.entation of

facts, concepts or instructions in a formalized manner suitable for
communications, interpretation or processing by humans or by automatic

meahs.mmmmmmimmﬁﬁﬁm,
WEAE AT ARG | AATT THAE Input FT TGAT T AT GEH output
& TIHT g | GG TS 9T T qAREd S9Nl F5qd & ol
ol 9 TRg | gl gEAEl §USRAT g oA 5@ T
AT LAFATATEAL JANT T T FTATH &7 | data FT T2l T ITIH w997
T AACHT FEA T AGSn a4 G a9y | 999 gEAEl =@eY a5

Database (A ATHN) : T AATaFERIT 4T A=aTTHL TATFEEATS
9 T FERYT TRUE TEEd YA databse F TTET e |
database AT AR TeAiEeE AN T Wew &4 T F7 7 & Tgias
ATIRHT AfEwg | AT YAF TeAds (9 §%d a1 AW fGgvg T aqal
fafare ufe=m= (unique ID) feguar g | A database refers to a collection of
interrelated data. It is a collection of related and organized inforrpation that
can be used for different purpose. Database is a collection of persistence;

integrated, shared data that -can be processed by one or more applications
systems.

Database Management System (DBMS)

QU FQHT IUENT I AT 99F 99F T9HT TN TH @EgH a% a€s
SATETIT ST AT ST GREda 9 qae | g%l e § qeErda
HAETIT YOIl 91 RUEH g | 79 IO data € UG EAT
'Wﬂsﬂmwml%ﬁaﬁmmﬁmmm

AR |mm€mmwgﬁu‘rﬁmm



Fepafor a1 =g | 99 YR OIS T Database Management system
qifeg | FT YIS 9% ONT A qEAr a9l FEiuEs yiawl T,
T AN AR T, SEAT T, T GO TR T T
afeTEE Weg | A9 U AT UITCN, WYl el Wit A
T afarer Erg | FFEel gakel e qigeen swa i
ATHT [ WUHT g7 IS S9edal wdl aiawg | Oracle, DB/2,
Dbase, Sybase, Dbase, File Maker, MS- access, FoxPre, Clipper, MS sql
server, MySQL #Tie DBMS & 60 & |

A database management systefn is a collection of interrelated data and a set
of program to access those data. The collection of data usually referred to as
the database, contains information relevant to an enterprise. The primary goal
of DBMS is to provide a way to store and retrieve database information that is
both convenient and efficient. Database system is designed to handle the
large bodies of information. Database system consists of software that
operates database, provndmg storage, access, and security, backup and other
facilities. It allows the user to add, change, and delete data, sort and retrieve
them ffom the database and create forms and reports using the dafa in

database. DBMS is a ...Collection of data, set of program to access those
data, set of prograrn to update those data.

DBMS =T ®1EsT

1. - Controlling Data Redundancy TATFHSH ARIAYAT gels AT &l
ST |

2. Data Consistency: Ti@eEa! Al T Mea@aar sEd T& |

3. Data Sharing: 99 YAN&dleEal SHM 8= YT &g T G el
TAF TH TEH FANT T G T Fewrell A< |

4. Data Integration: TSI FUSY T fqeeiqures T gl TI?«'E T
TR T 9 FEET e

5. Integrity Constraints: TeATHY AT TFatad T HE FEAGTAT
AT FOYT ATAUFEEAS AT [aad o9 qeiE qﬁar{umr
el ey |

6. Data Security: JUIEel [4e(d I, adminsiter T, FANTEHATEEET @R
ATAFAT ATARG feature EE AA FART T USH I access
management T =TT qm%aa Ffeher SFTaeRd TN AT IANT T
e |

. 7. Data Atomicity: T&¥=aT =@l &=0T JET T TR TS srlrn?vﬁ@r

AT AFATATAIL reflect T update g | TR FTETET ?:lf:‘r



10.
11,
12.

13.

‘ﬁaﬁmmmﬁmwﬁmwmaﬁ unna%a

g9 |

Database Access Language: FART #edigeedl Fresmer T gammar
Wﬂﬁmwmmwaﬁsmwmw
ATTIFFAT AT application & ﬁﬁm T HEw TS e
HESeg | )
Report Writers: JUITedlel fe{uet Wicaameea gie anavaaaemar a9
Wﬂﬁ%@mmmﬁ@ﬁlwmreponm
e Tafy e aiS qUH TAiE g8 w6y |

Control Over Concurrency: T3¢ record HT (& F{& Y4RTEART =
TRT & M 82 accuracy FEW TEE |

Backup and Recovery Procedures: FIiRe a1 T4 &T0el &4 &if,
T A I IR TS @ backup T TN FFATE recover
T Al &g

Data Independence: AEAiFE TR T TEAE TR T systern
H{E @W database ¥ application programs a3 &g | S
Advanced Capabilities: DBMS #F@TEd Y41 9 &a, YREMNE T
T AT A FNTEATS intrigation T & frdw s &4 |

DBMS &7 dwEeEe

1.

Cost of Hardware & Software: =9 T&=g | ¥9d WU g4 YianT
e X s s T Es g e g |

Cost of Data Conversion: 9 JUITAMET AREUHT (FeaEdls JUNET
VAR SMT3 Fe Siiad < @ 999 &9 1 |

Cost of Staffing: TEFITTE YUITell FART TS FHAMIAS afem B,
YU designer @7 technician o, periodic mentinance T AN
3 AR &g |

Database Failures: SFTSU#T &ia9a TuiTeter sufa Fr'l“a?ﬂ Afew, w@nr
B BTS9U%A AU M, developer & coding T T T I T
mﬁmmﬁmwﬁwmmﬁnﬂw@ﬁdateb%e
fail g79 |

Types of Database,

1.

Relational Databases: The data in a relational database is stored in
various data tables. Each table has a key field which is used to connect it
to other tables. Hence all the tables are related to each other through
several key fields. eg. Oracle, Sybase and Microsoft SQL Server.

Operational Databases: The data originates through organizations daily



10.

11.

operation, such as inventory management, purchases, transactions and
financials are known as operational database. These types of data are
also known as production database, subject-area database (SADB) or
transaction databases. The data stored in operational databases can be
changed and manipulated depending on what the company requires.
Database Warehouses: The database which stores relevant data of the
past on the system and might be used for analyzing or comparing recent
data is known as Database warehouse. It makes easier to determine key
trends taking place. Such data has gone through all kinds of screening,
editing and integration and does not need any further editing or
alteration. :

Distributed Databases: Many organizations have several office
locations, manufacturing plants, regional offices, branch-offices and a
head office at different geographic locations. Each of these work groups
may have their own database which together will form the main database
of the company. This is known as a distributed database.

End-User Databases: There is a variety of data. available at the
workstation of all the end users of any organization. Each workstation is
like a small database in itself which includes data in spreadsheets,
presentations, word files, note pads and downloaded files. All such small
databases form a different type of database called the end-user
database.

External Database: The databases outside from the organization which -
are of use and limited access are together called external database.
Hypermedia Database: Most websites have various interconnected
multimedia pages which might include text, video clips, audio clips,
photographs and graphics. These all need to be stored and “called” from
somewhere when the webpage if created. All of them together form the
hypermedia database.

Navigational Database: Navigational database has all the items which
are references from-other objects. In this, one has to navigate from one
reference to other or one object to other.

In-Memory Database: An in-memory databases stores data in a
computer's main memory instead of using a disk-based storage system.
It is faster and more reliable than that in a disk. They find their application
in telecommunications network equipments.

Document-Oriented Database: A document oriented database is a
different type of database which is used in applications in the form of text
records instead of being stored in a data table as usually happens.
Real-Time Database: A real-time database handles data which
constantly keep on changing. An example of this is a stock market
database where the value of shares change every minute and need to be
updated in the real-time database. This type of database is also used in
medical and scientific analysis, banking, accounting, process control,’

TRET AT % Terae T Kt i 1w | 6%
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12. Analytical Database: An analytical database is used to store information
from different types of databases such as selected operational databases
and external databases. Other names given to analytical databases are
information databases, management databases or multi-dimensional
databases. The data stored in an analytical database is used by the
management for analysis purposes, hence the name. The data in an
analytical database cannot be changed or manipulated.

Data Security

Data security refers to protective digital privacy measures that are applied to
prevent unauthorized access to computers, databases and websites. Data
security means protecting data, such as a database, from destructive forces
and from the unwanted actions of unauthorized users. Data security also
protects data from corruption. Data security is the main priority for
organizations of every size and genre. Data security is also known as
information security (IS) or computer security. Data security technologies
include software/hardware disk encryption, backups, data masking and data
erasure. A key data security technology measure is scrambling, where digital
data, software/hardware, and hard drives are scrambled and rendered
unreadable to unauthorized users and hackers.

Data security technologies ‘

1. Disk encryption: Disk encryption refers to encryption technology that
encrypts data on a hard disk drive. Disk encryption typically takes form in
either software or hardware. Disk encryption is often referred to as on-
the-fly encryption (OTFE) or transparent encryption.

2. Software versus hardware-based mechanisms for protectlrig data:
Software-based security solutions encrypt the data to protect it from theft.
However, a malicious program or a hacker could corrupt the data in order
to make it unrecoverable, making the system unusable. Hardware-based
security solutions can prevent read and write access to data and hence
offer very'strong protection against tampering and unauthorized access.
Some device uses biometric technology to prevent malicious users from
logging in, logging out, and changing privilege levels. The current state of
a user of the device is read by controllers in peripheral devices such as
hard disks. Hardware-based access control is more secure than
protection provided by the operating systems as operating systems are
vulnerable to ‘malicious attacks by viruses and hackers. With hardware-
based protection, software cannot manipulate the user privilege levels. It
is impossible for a hacker or a malicious program to gain access to
secure data protected by hardware or performs unauthorized privileged
operations. This assumption is broken only if the hardware itself is
malicious or contains a backdoor.

£ 1mmhmwmm



3. Backups: Backups are used to ensure data which is lost can be
recovered from another source. It is considered essential to keep a
backup of any data and the process is recommended for any files of
importance to a user.

4. Data masking: Data Masking of structured data is the process of
obscuring (masking) specific data within a database table or cell to
ensure that data security is maintained and sensitive information is not
‘exposed to unauthorized personnel. This may include masking the data
from users (for example so banking customer representatives can only
see the last 4 digits of a customer's national identity number), developers
(who need real production data to test new software releases but should
not be able to see sensitive financial data), outsourcing vendors, etc.

5. Data erasure: Data erasure is a method of software-based overwriting
that completely destroys all electronic data residing on a hard drive or
other digital media to ensure that no sensitive data is leaked when an
asset is retired or reused. p :

6. International laws and standards: International laws and standards for
data security ensures fair treatments and provisioned that only
individuals and companies with legitimate and lawful reasons can
process personal information and cannot be shared. The various
international standards for data security also ensures the responsibility of
data protection and access control of personal data stored in various
places like banks, national cards etc.

(%) Internet, Intranet, Extranet, Internet Service and e-mail
System.

Internet

mmmﬁmﬁrﬁm‘ﬁma!mﬁm%o
TRT F¢l IER AEE g | GYael g9 SHensl SRg Yo e
g1 TAF FPEE B g 99 [ @ovd &g ¥ F9 §EgEr &
TETEHAT TG T Ao 0T gEETEale T6g | g99T Sredae SarTaEdte
F CTHAT W TR S 67 AT A7 FARTHAT ATeTgal FArs
g Wl RAP MEIY 99 GEEIT A2d@sl Administrator & FETTOT X
TR g | Teeie & URINE  SCEAr Wl i e
FTFaeea = E ACATEGATSH [ & I FrYgay JaiaesT aTeaaesar
Wmlmmmworwmdewebﬁrmaﬁw
X 41 99 9y g9 | Seie HANE Hed & JHAT q¢d%et UHIaHT
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Intranet: TSl SEA& AeadaT wH FFYILEEAT Internet aT U= &
afteprETe 9 afeare T8 49 99 FEens Intranet MFE 1an intranet
is the generic term for a collection of private computer networks within an
organization”. Internet AT connection ¥U& wudraty fafa=T firewall aT
administrator FT AEAHAE a1gd Y69 (A= ey 99 @l intranet =
&Y | SUSTHT FHWSH - Heddrd @ [Sogd WA AW AeAPH @i
fafaeT Seafds SUHT a9 GRIAAET THNT ARG | A qAT T d
qEa® AL TG | AT T AT A TCHF FARAter LAN &
WAN & ATEWaE 989 9T g T geEarEl verification T @mRT
password a1 FFHLH A9 |D W% AMR Mg | GWrEGdr ag9ET
ARl (e &7 Faea ‘

e Members of the executive team.

° Accounting and order billing.

° Managers and directors.

e Sales people and support staff.

e Customer service, help desk, etc..

Extranet: a1 9 U&% Y&& Intranet 7 &1 a¥ aaaT faf= ader amamear
authorized TNTFN FARTSHAI Internet &1 ATAHSTE T Tgo I &g |
TG AN AFIAF firewall FN FALE A verification @ @
password T HFHELH F9 ID (MAC a1 IP) & WIN 7g | "An
extranet is a computer network that allows controlled access from the
outside for specific business or educational purposes”. J&@& AT
e T, %ﬁwmmmﬁw@?maﬁwﬁ
Hiches g1 TG |

® Intranet T extranet oA e RriveTes AT ®HT TR
® AT eAFHET TF T R ST TN T aaeE |
®  HISHH FIHAT FEoaT, G S F=a q°T MYar ArdEg |
o i wemEEE AT S administrator T user & password
FH AAIFAT 94 |
E-mail and Internet
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T | FE GEE B AT GEAT G (Internet) I ®YAT WART WSE |
o v & i Fred Freremees @ difva w9 F9E G T
mm&nw%%awﬁmmwﬁmﬁrmw@
afa fereprem At ST QR T |

AT g (Information Technology, IT) F FUFAT A5 GHEANS AT
GOAT q4T =X 9T (Information and communication Technology, ICT), &
WH AGH 9§ g, SR A WA MM (Information
Communication and Intertainment Technology, ICE) &I Y& dHa Alael
mnﬁﬁqnmqﬁrwwmmu%mmumemenm%
TJE ATCHETT THT 157 |

T AE wﬁmmmm(mqm@%
WWWWMW(SW@@WWW
q2q% (LAN) #7g | T2 LAN a1 FFEIEE [9+ SIET Sitgq yiharrs
WAN (@58 TRem Fea%) aig | 798 fafas = @@ sFgeens
W T4 fatre gEeee ke fan gfafrerd g=er e (Internet) 9 o
9 (www) TECER@ (A ARUE &G | T9ET TAA TH A8 IoEwe!
AT GAATEEAS e A+ I4g | AT TG a0 I fewirest e
. THRE WEAY SEES (HTML) AT afa=g | e Haar & HTML 71 ard
YW &eT AuA T 99 U fewmge W R saeEe (Tool) e A
qZEG%l g | [ WA Front Page, Dream Weaver, Flash, Ultrader #TiE
AT = Ao dl &l Eg |

aad fafie samae T T SRS 39 Iers AT FHY (TF TR
FEY) A T FF A (99 FHREET GEEd I Jig |
AT 90 GO TeTars OEH 88 SIS (I G0 A ) AT
Tetad ®F M 99y, g9ens €9 99Ied (Create) WiAWg I gwd fAmior
nﬁ@@ﬁﬂﬁm%aﬂmmddress)mlaﬁrmm
gaAeeAre T g qiEg |

Fres Frmem s SEeaTETe SE 9OH AT AT Gveer G S
Ty freas smvear M Qe g a9 S 98T g9 W T geere
WUST A AT AThA BB HFIEIATE AT & @ T gied i TqF
g a8 g A R Rrvmasers w@iew @1 g9 a0 (Internet) @S

TR T 4 T T vt Rl 1w | 6%
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WA & & T FEA GBEG ? %ﬁﬂ%ﬁm@aﬁwmﬁw
ATETAAT W &1 A IFISHl AT el SaTes 99 9 &g 1 9
A e G| frva wfeer T fomm @ THa qUE g | A,
AT ARTHR THAE! FAICEH 7 | Fafae Zadieet 767 Free S
I FAVRT 99 ST G | AT Wl Wi T iR 9iE @ it
FAT HeF GG | TeT Hgd! T4 FHAT I Algel [Feamr S=q awa! g |

SISAT YBTST. Mag) | EF W%d T9dae® AE (JER & g6 adl -
AR, B0EH, TNl FUEEd 4 AIHe® 06 [GFeqdl d9g 98 T
FEEY IMEEA SHT. ST UF AUEYAF JHFS ] ATaeee T | a0
Eea i e B o B M e e e B | B T | A = AN s
qefera afvarer feaal STas &I 9 At [ATSEag |-

FEIIH A 9 AT UF FANET FFIER giAaT i deeear
q%ag-ﬁam&qnmmmﬁ%—m%mmzﬁa
YA ATST 6 U A |

B ATRAl FFESHT §-7e qhgads Tedy (@ Wmdows install &t
ATH FEHITAT install &) FE: Windows AT Outlook Express 5-Hef
dHeaaT &1 #9999 EH Outlook Express Open 998 T Outlook
Express % message menu AT T New Message AT Click TT{7g | ¥Ylg
USel New message windows open &7 | ATl % Address HT #e1 I &,
W Address 'to' ¥ FaEAT TG | T TE Al ATAE T4 TSI HTAT
'cc' FFWHT FUT I FHI: 4% L0 address FeTTY I AT & (A7F90
Fodl waTa &, Tl FA subject TFH eTTe | TGU AAH! TOHAT T
TiEstg e address T q@@T @l SSAT fdl 2ET WG | FE
215y iEH9g File menu AT click 1 T send message AT click 4, afd
TaadE B $H address outbox AT 975 | T, 4 &THIW tools menu AT
TR send and received AT click T4 T %Y send all AT click T | af§ &T4T
Waﬁsﬁaﬁmmﬂﬁwnnkaﬂﬁmsemmﬁﬂa
TEa el SEAT 7 |
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(9) IT Policy and Development in Nepal

foreasr g yiataSl G901 S [MEE TGS G | JGH AMGHT 91
qgeHT T TNGH G T [+ HISTEH HIT THE [ AUrTd T9qT
& el g | faeasr gaer giateEn W T SREReewsd JIed =M
09¥ AT 93 AT @S [9d AT AUIRET JTACHN G | AIAAT
Uil 9 FFAEX TS YA 035 FEH TS qedie e
TN 9UEr AT | OEly e e AX0THT ATSE S9TEl Helstar &raar
aFfad e TET Tel, Fete FAFeid] qeedr SHT [ g |
FFFE gfataar s 9, ﬁmwwﬁﬁmﬂwﬁra@%n@al
T TS JvErs e oo T aiEg

1971  Introduction of computer in the country for census (IBM1401)
1974  Establishment of the Electronic Data Processing Center
1985  Distribution of Personal Computers in Nepal

1990 Liberalization on imports of equipment

1992 Establishment of Computer Association of Nepal

1996 Establishment of the Ministry of Science & Technology

' 1998 Telecommunications Act 1997 and Regulation

1998  Establishment of Nepal Telecoms Authority (NTA)

2000 Announcement of IT policy, “IT Policy 20007,

2001 Establishment of the National Information Technology
Center(NITC) as ICT Implementation Body

2003 Establishment of the High Level Commission for Information
Technology

2004 Telecommunication Policy 2004

2004 Electronic Transaction ordinance 2004

2006 Electronic Transaction Act Oct, 2006

2010 Issuence of IT Policy 2067

AT ATIR AHEH GEFeed S qelwsdl Gul Taiaesl Faasr amgT

TG | I GEFEE (T G

1. [ICT readiness

fixed-telephone subscriptions/100 inhabitants

b. mobile-cellular telephone subscriptions/100 inhabitants

c. international Internet bandwidth (bits/s) per user ~

d. percentage of households with a computer

P
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e. percentage of households with Internet access
2. ICT intensity and usage
a. percentage of individuals using the Internet
b. fixed (wired)-broadband subscriptions per'100 inhabitants

c. Wireless broadband subscriptions per 100 inhabitants (includes
satellite, terrestrial fixed, and active moblle with a minimum
download of 256 kbit/s)

3. ICT capability or skills

a. adult literacy rate (% population 15 and older who can read and
write simple statements with understanding and do simple
arithmetic calculations)

b. gross enroliment ratio secondary level (total enrollment in a
specific level of education as a percentage of all eligible)

. €. gross enrollment ratio tertiary: level (total enrollment in a specific
level of education as a percentage of all eligible)

g gfafe ifd, 080
AUEE GEAT G ST GIE SEae Wl e S adl %
TOH G | @ T A IR A daeraT TG g9 ST et
BETE S 9T Gl BEEer it 4y FWeT WuE T auers
feenfader 79 T8 aX@Re gEAT gAe AfEr a9 gfedr 92F 08 @
AIRE TS WEYE T TS O 0% AT A4 g giafy A, 0%
ar&nmqnw#ﬁaﬁaqmwmaﬁfaaﬂﬁrﬂﬂww
AT &7 fguar g -
. mqﬁ&mmw&awaﬁamquﬁﬁmaw
YARTSH! RTAHATE USTTSG] AqaT g1 9 A4S AFTH T977,
a. &mmaﬁﬁmﬁmwmﬁﬁmmwwﬁmmmﬁr
TedNT TS qF Fad GIMaAa! 89T,

éﬂ&wnsion) YIS GEAT SRR SR AN T gee, nﬁ&ﬂ
AT AET AT T4T AT F Faa aeae® qred T,

qRE (Mission) : TATET FA1 GAterel = g4 T8 qemee, e
AHLOT FAT ATHIE T9T AT S (e aees ye T,

T (Goal) : mwmwmﬁmmm
TAEE BT UG AR AT T
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ILUEE (Goals) ' -

%. GO WA Ges vt grafe g Hie T SeerchE! a e,

@. memmmﬁmnﬁw
gfg ™, -

. mmmmmmwwm
garael qur yaEEd a9reT,

. mm@mmmmm
SYENT O $ET e,

3. quAT Sty g Feadited A aur e 9 e,

. mmmmmmmmwm
qETaTE TYHT e T |

WWWWWW?QWWWRWW
wmﬁfmnﬁ@%anmrﬁmﬁwmmm
S T AeedT 9T e Iaed, g9 g wwEan e
Py e AwamER QIR TR AT, SRl SRy gt
ﬁwaﬁﬁﬁwa@mmﬁmmqﬁam
gAE  SaEE eMEaEr e, dfgs  AeRaEr e T,
JUFCEEH AN G AT I, GEA G a9l i Ao
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(Z) NRB, IT Policy and IT Guidelines

mwﬁﬁaﬁﬁwm%wmmﬁmﬁw
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NRB IT POLICY, 2068

i. Ensure efficient, effective and economic IT operation by
implementing appropriate IT systems, e.g., Financial Information
System (FIS), Management Information System (MIS), Enterprise
Resource Planning (ERP) System, Real Time Gross Settlement
System (RTGS), Scripless Securities Settlement System (SSSS) etc.

ii. Maintain well structured, secured physical layout of its IT
infrastructure with proper documentation.




iii. Maintain multilevel security for Information.
iv. Implement IT system audit.
v. Develop, implement and ‘maintain data backup and recovery policy.

vi. Establish and maintain efficient, effective and economic Disaster
Recovery (DR) System as an instrument to "Fail Safe System" with
minimum down time. Also, develop and maintain Business Continuity
Plan (BCP).

vii. Develop and mple‘mént IT Outsourcing and Third Party involvement
mechanism.

viii. Maintain uniform and legitimate IT infrastructure in all its offices.
ix. Provide IT directives to licensed Banks and Financial Institutions.

X. Set a standard for IT procurement and shall be reviewed based on
technological development.

xi. Promulgate "NRB IT Code of Conduct" for proper usage of NRB IT
resources.

xii. Strengthen IT capacity burldmg of employees

NRB IT Guidelines, 2012
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